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Session Topics:

Application and Network threats and vulnerabilities:
Malware, Virus, 
Worms, Trojans, 
Phishing, Social Engineering, 

Mail Attachment, 
Personal firewall (zone alarm), 
Antivirus



www.o2csv.comProgrammed For ProgressProgrammed For Progress

Computer virus and other malicious programs:

A computer virus is a computer program that can replicate itself and 
spread from one computer to another. This is part of category of
programs known as malware, that are software code written for the 
purpose of causing harm to system and its data.

Viruses attack four parts of the computer:
1. Executable program files

2. The file directory system, which tracks the location of all the 
computer’s files

3. Boot and system areas, which are needed to start the computer
4. Data files



www.o2csv.comProgrammed For ProgressProgrammed For Progress

Another variant of a virus frequently encountered is a worm, which, 

unlike a virus, does not physically attach itself to another program.

To propagate itself to the host systems, a worm typically exploits 
security weaknesses in operating system configuration.

Virus and worms are easily transmitted 
- From downloading files to computers’ web browsers
- Attachments to email, so that when the attachment opens, the system 

becomes infected if not protected
- Files received through other online services
- From sites claiming to be free software, audio and videos etc
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How the virus protection works:

Antivirus – policies and procedures

How it works – signature database updated with virus signatures and 
updated on our systems

Controlling computer virus:
Antivirus management
User awareness

Controlling other malicious programs
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Procedures to control virus:

1. Build system from original, clean master copies. Boot only from 
original media whose write protection has always been in place, if 
applicable.

2. Scan CD, USB and other electronic media before used on the system
3. Update virus software scanning definitions/signatures frequently.

4. Scan shareware before using them
5. Ensure a sound and effective backup plan is in place
6. Educate users. Hackers relies upon social engineering tactics in

getting the user to open the attachment
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Social Engineering:

Social engineering, in the context of security, is understood to mean the 
art of manipulating people into performing actions or divulging 
confidential information. 

While it is similar to a confidence trick or simple fraud, it is typically 
trickery or deception for the purpose of information gathering, fraud, 
or computer system access; in most cases the attacker never comes 
face-to-face with the victims.

"Social engineering" as an act of psychological manipulation had
previously been associated with the social sciences, but its usage 
has caught on among computer professionals.
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Phising:

Phishing is a technique of fraudulently obtaining private information. 

Typically, the phisher sends an e-mail that appears to come from a 
legitimate business—a bank, or credit card company—requesting 
"verification" of information and warning of some dire consequence if 

it is not provided. The e-mail usually contains a link to a fraudulent 
web page that seems legitimate—with company logos and content—
and has a form requesting everything from a home address to an ATM 
card's PIN.
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Phone Phising (Vishing):

Phone phishing is also called vishing.

This technique uses a rogue Interactive voice response (IVR) system to 
recreate a legitimate-sounding copy of a bank or other institution's 
IVR system. The victim is prompted (typically via a phishing e-mail) to 

call in to the "bank" via a (ideally toll free) number provided in order 
to "verify" information. A typical system will reject log-ins continually, 
ensuring the victim enters PINs or passwords multiple times, often 
disclosing several different passwords. More advanced systems 

transfer the victim to the attacker posing as a customer service agent 
for further questioning.

One could even record the typical commands ("Press one to change
your password, press two to speak to customer service" ...) and play 

back the direction manually in real time, giving the appearance of 
being an IVR without the expense.
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Personal Firewall:

A personal firewall is an application which controls network traffic to and 
from a computer, permitting or denying communications based on a
security policy. Typically it works as an application layer firewall.

A personal firewall differs from a conventional firewall in terms of scale. 
A personal firewall will usually protect only the computer on which it 
is installed, as compared to a conventional firewall which is normally 
installed on a designated interface between two or more networks, 

such as a router or proxy server. 

Hence, personal firewalls allow a security policy to be defined for 
individual computers, whereas a conventional firewall controls the 

policy between the networks that it connects.
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Personal Firewall features:

• Protects the user from unwanted incoming connection attempts
• Alert the user about outgoing connection attempts
• Allows the user to control which programs can and cannot access

the local network and/or Internet

• Hide the computer from port scans by not responding to unsolicited 
network traffic

• Monitor applications that are listening for incoming connections
• Monitor and regulate all incoming and outgoing Internet users

• Prevent unwanted network traffic from locally installed applications
• Provide the user with information about an application that makes a 

connection attempt
• Provide information about the destination server with which an 

application is attempting to communicate
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ZoneAlarm Personal Firewall:

ZoneAlarm is a personal firewall software application originally 
developed by Zone Labs, which was acquired in March 2004 by Check 
Point. It includes an inbound intrusion detection system, as well as 
the ability to control which programs can create outbound 
connections. As of June 2011, the newest release is ZoneAlarm

Extreme Security 2012. ZoneAlarm was formerly known as Zone Labs.

*** ZoneAlarm Free Firewall: A freeware version that includes a web and 
local network personal firewall with outbound program control and 

port stealthing. It is distributed through Download.com.[4]

*** ZoneAlarm Free Antivirus + Firewall: A freeware version that includes 
an award-winning Two-Way Firewall, Advanced Firewall, Advanced 
Download Protection, and Identity Protection, and antivirus protection 

provided by Kaspersky Labs.
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How ZoneAlarm Works:

In ZoneAlarm, program access is controlled by way of "zones", into 
which all network connections are divided. The "trusted zone" 
generally includes the user's local area network and can share 
resources such as files and printers, while the "Internet zone" 

includes everything not in the trusted zone. 

The user can specify which "permissions" (trusted zone client, trusted 

zone server, Internet zone client, Internet zone server) to give to a 
program before it attempts to access the Internet (e.g. before running 
it for the first time) or, alternatively, ZoneAlarm will ask the user to 
give the program permission on its first access attempt.
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Session Topics:

Web Application Security  Flaws:
Injection Flaws 
Cross Site Scripting (XSS)
Malicious File Execution 

Insecure Direct Object Reference 
Cross Site Request Forgery (CSRF) 
Information Leakage and Improper Error Handling 
Broken Authentication and Session Management 

Insecure Cryptographic Storage 
Insecure Communications 
Failure to Restrict URL Access
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Injection Flaws

Source: OWASP
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Cross-site Scripting

Source: OWASP
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Broken Authentication and Session Management:

Source: OWASP
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Insecure Direct Object References:

Source: OWASP
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Internal Controls
Policies, procedures, practices and organizational structures implemented to 
reduce risks

Internal controls are developed to provide reasonable assurance that an 

organization’s business objectives will be achieved and undesired risk events
will be prevented, or detected and corrected, based on either compliance or 
management-initiated concerns. 

Control is the means by which control objectives are addressed. Internal 
control activities and supporting processes are either manual or driven by 
automated computer information resources. They operate at all levels within 
an organization to mitigate its exposures to risks that potentially could prevent 
it from achieving its business objectives. 

The board of directors and senior management are responsible for
establishing the appropriate culture to facilitate an effective and efficient 
internal control system.
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Insecure Direct Object 

References Illustrated
� Attacker notices his acct 

parameter is 6065

?acct=6065

� He modifies it to a nearby 
number

?acct=6066

� Attacker views the victim’s 
account information

https://www.onlinebank.com/user?acct=6065
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Cross-site Request Forgery:

Source: OWASP
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CSRF Illustrated

3

2

Attacker sets the trap on some website on the internet

(or simply via an e-mail)1

While logged into vulnerable site,

victim views attacker site

Vulnerable site sees 

legitimate request from 

victim and performs the 

action requested

<img> tag loaded by 

browser – sends GET 

request (including 

credentials) to vulnerable 

site
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Security misconfigurations:

Source: OWASP
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Insecure Cryptographic Storage:

Inherent risk
Control risk

Detection risk
Overall audit risk

Source: OWASP
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Failure to restrict URL Access:

Source: OWASP



www.o2csv.comProgrammed For ProgressProgrammed For Progress

Insufficient Transport Layer Protection:

Source: OWASP
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Unvalidated redirects and forwards:

Source: OWASP



www.o2csv.comProgrammed For ProgressProgrammed For Progress

References and links to additional reading:

1. www.owasp.org

2. www.isaca.org

3. www.zonealarm.com
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